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the analysis of the malvertising network, provided with
the samples taken by the researchers, allowed them
to find out that the big majority of these infections
were occurring in eastern europe. the hackers were
using the ip address 149.15.70.149 to infect the users
with the malware. sadly, this malware is still spreading
in the wild and it is not possible to remove it with the
usual antivirus tools, which proves to be effective only
after a longer period of time. consequently, the
infected users have to remove the virus manually.
when receiving a torrent, you must make sure that it is
legitimate and that the people behind it did not trick
you. the major aspect is that the user does not need to
install anything, apart from a legitimate bittorrent
client. in order to execute the malicious payload, the
malware program makes use of a legitimate
executable that is part of the software development
kit (sdk) of the operating system, in this case a
windows 7-based one. unfortunately, for this reason,
the actual size of the malicious program is very small.
the main purpose of this malware is to re-implement
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all the functionalities of the legitimate application. it
also adds a number of keyloggers and some other
components. once installed, it runs in the background
and will start obtaining data from the users and send it
to remote servers. upon analysis of the malicious
samples taken by the researchers, it was found that
the malware was based on a legitimate software called
pocket decoder. it was used for adding video codecs to
the system and has an identical behavior in terms of
appearance. this is the reason why the analysts
believe that this is one of the implementation of this
original code. 5ec8ef588b
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